functions was seriously applied. In this paper we will look at some researches done to find how to use pairings in wireless sensor networks.
INTRODUCTION
Wireless Sensor networks (WSN) are ad hoc networks which include a large number of small sensors and one or more base station(s). Due to their limited size and high cost, these sensors face limitations in energy consumption, memory and band width. WSN are used for gathering data and controlling the environment and are quite applicable in military or nonmilitary constructions such as battlefield monitoring, looking after the nature, traffic control and health care. They include a charged battery, a microprocessor and a radio transceiver. In recent years, in order to preserve security in WSN, symmetric cryptography systems like skipjack and RC5 were used for confidentially and identification. Symmetric cryptography systems are more appropriate for WSN compared to public key cryptography systems because they are more efficient in energy consumption and memory. However, key distribution and the number of saved keys are two main shortcomings of the symmetric cryptography systems. When unique keys are applied in WSN with n nodes, then each node must save (n-1) keys. Clearly, this is not efficient for large networks. Anyway, there will be no perfect forward security after disclosing a node's key. If a symmetric key is used, then the amount of memory needed will drastically decrease; but, in case of key exposure in one node, the whole network's security will be at risk. To remove this shortcoming, many possible key distribution schemes for the symmetric algorithm have been proposed. In general, all these schemes need pre-distributed keys which increase activities before development of the network. Therefore, asymmetric (public key) algorithms are quite valuable for key agreement and identification in WSN. Now, three types of key agreement schemes used generally in public networks will be introduced. One is a trusted server-based scheme which needs a trusted center for key agreement between the nodes. These schemes are not appropriate for WSN because of their lack of resources in energy and computations. Another scheme is based on pre-distribution of keys; it distributes key data before initiation and development of the network in all the nodes. Finally, a scheme based on public key in which cryptography is used. In the past, implementing public key cryptography on low-power systems, like sensor networks that use microprocessors and have many limitations, seemed very unlikely. Today, by making public key algorithms more efficient and also by increasing computational power of microprocessors, the farfetched dream of using public key cryptography has come true. Recently, many investigations have been done on WSN in order to make public key cryptography applicable [18] . For example, the results offered at [8, 17, 18, 23, 30, 32, 33] show that elliptic curve cryptography (ECC) can be implemented on WSN. At present, elliptic curves are used in many portable systems like PDAs, smart cards, mobile phones and pagers. Sensors of TELOSB [5] , MICAz, MICA2 [4] and Imote [3] families are appropriate for implementing public key cryptography. To apply ECC on WSN, attacks of a man in the middle must be prevented by public key identification. To achieve this, public key cryptography uses public key infrastructure (PKI). Clearly, implementing PKI needs a large amount of memory, computations and communications; that makes it inefficient for WSN. Using Identity based cryptography (IBC) can solve this problem. In this type of cryptography user's public identities like their email addresses or IPs can be used as their public key. Some papers in IBE have come in [9] [10] [11] [12] [13] .Therefore, PKI will no longer be needed. After introduction of pairing based cryptography (PBC), this type of cryptography was applicably used. In fact, IBE seems to be the best solution to use public key cryptography on WSN. Examples of IBC offered for MANET are introduced in [6, 14, 22, 35, 36] . Instances of pairing based cryptography used in limited systems like WSN are also introduced in [19, 20, 25, 27, 34] .
In IBE systems, public identity of each WSN member node (sensor) i.e. each node's ID is considered that node's public key. Obviously, IBE systems need a trusted center to produce private key for the users and send it through a secure and private channel to them. In WSN, a base station (BS) can be responsible for key extract. Moreover, each node's private key can be uploaded inside each sensor before the network development. As IBE is more complicated than symmetric cryptography systems, thus, IBE is only used for production of a common key between two (or more) nodes. Public key based protocols for WSN are offered in [31] . These protocols include RSA-based identification and key agreement schemes which are named by Tiny PK. Tiny PK under NesC is implemented on MICAz 8-bit microprocessors. An exponentiation of RSA with 1024-bit key length can be done in 14.5 seconds; as a result, RSA-based structures are inappropriate for almost all applications such as WSN. Elliptic curve based cryptography (ECC) has a shorter key length compared to that of RSA (160 bits versus 1024 bits). Therefore, regarding the mentioned limitations for sensors based on 8-bit microprocessors, using ECC instead of RSA seems a lot more efficient [8] . The main action in ECC is scalar multiplication. In [17] a free software library named Tiny ECC is offered which is one of the fastest software libraries that apply ECC on WSN. It also supports all 128,160 and 192-bit standard curves of SECG [23] . Of course the software pack offered by SUN Microsystem Company which demands a high cost, is the fastest for this purpose. 
MATHEMATICAL PRELIMINARIES
Definition: Assuming q is a prime number; if G1 and G2 are two cyclic groups of order q; it will be a pairing e: G1  G2  G2 with these properties:
1. Bilinear: e(aP,bQ) = e(P,Q) ab for all P,Q  G1, a,b * q Z ;
2. Non-Degenerate: There exists P,Q  G1, so that e(P,Q)  1; 3. Computable: There is an efficient algorithm to compute e(P,Q) for all P,Q  G1. Example: Assuming q and p are two prime numbers and q|p 2 -1 and assuming G1 and G2 are two cyclic groups of the order q when G2 is a subgroup of * 2 p F , the modified Weil pairing is this map e: G1  G2  G2 with above characteristics. If e is a Weil pairing, then e(P,P) = ẽ (P, (P)), with  as a distortion map. Example: Assuming E with the equation y 2 = x 3 + 1 is defined over Fr when p = 2(mod3), therefore E is super singular. 
ANALYZING EFFICIENCY OF THE SOFTWARE LIBRARY TINY PAIRING ON THE MICAZ SENSOR
As mentioned above, the software pack called Tiny ECC is one of the fasted software libraries existed. So, many researchers compare results of their software implementations with this software as a touchstone. An instance is the software library called Tiny Pairing [34] which supports pairing functions and so is appropriate for pairing based cryptography (PBC). The Table. 2 shows efficiency of the Tiny Pairing library [29] on the MICAz sensor. In the Table.2, 10 arbitrary inputs are selected for each action; then average time of the nT pairing is computed. Using these conclusions, there comes a comparison between implementation of some pairing based schemes by the Tiny Pairing with that of some elliptic curve based schemes by the Tiny ECC on the MICAz sensor. 
COMPARING DIFFERENT TYPES OF SENSORS AND SOFTWARE PACKAGES
The comparison is between different types of sensors like MICA2 which is a subset of MICAz and Imote2 and Sky Tmote. In this analysis two types of pairing functions e(P,Q) and nT(P,Q) are implemented by software packs Nano ECC [26] , Tiny Tate [19] , Tiny PBC [20] and the one introduced in [27] . 
ECDSA ALGORITHM OF THE SENSORS MICAZ, TELOSEB AND IMOTE
Using selected curves secg defined on 128,160,192-bit prime fields, ECDSA algorithm is implemented. Sensors under experiment include MICAz, TeloseB and Imote2. The Table. 7 -Table. 16 shows the results of implementing ECDSA on MICAz, TeloseB and Imote2.
Note that window length in scalar multiplication method is about w=4. The Table. 10 shows energy required for computing ECDSA on these 3 sensors for a specific curve and various window lengths. Energy needed for signature stage and verification of ECDSA algorithm for secp160r1 curves on different sensors has briefly come in these charts. Energy (mj) scep160r1 curves Fig.4 . Required energy for the verification stage of ECDSA on some sensors [15] Also, Time needed for the initiating stages and signing ECDSA algorithm for various curves on various sensors is explained here. These findings show the modern sensors of the type Imote2 are more efficient to implement elliptic curve based cryptography than MICAz and TeloseB sensors.
IMPLEMENTING PAIRING FUNCTIONS ON MICAZ, TELOSEB AND IMOTE2 SENSORS
As mentioned earlier, computing a pairing function like Tate function is expensive. Therefore Imote2 is more efficient than MICAz and TeloseB. Here some results of the researches about implementing Tate function on Imote2 are explained. This analysis explicates size of the written program, time and energy required for implementing Tate function on Imote2 for super singular curves defined on 192, 512-bit prime finite field. Size of the software program written on Imote2 for computing Tate function is explained in Table. 12. As RAM memory of Imote2 is 32MB, so, both curves for the size of the program are acceptable. This is also true about ROM memory. Computing Tate function has two main parts; one is miller algorithm and the other is exponentiation at the end of the Tate algorithm. Time required for running Tate algorithm on Imote2 is shown in Table.12 and Table. 13. With regard to time of running Tate algorithm for the 512-bit curve which contrary to the 192bit curve is more secure, this algorithm can be used in actual application of WSN. To prevent DoS attack which is a possible threat, projective coordinates can be used. This makes the computation time, 10 times faster. The coming table and chart show energy required for implementing Tate algorithm on Imote2. 
CONCLUSION
Computing pairing functions is very expensive. Therefore, the powerful sensor Imote2 is more efficient than MICAz and TloseB sensors. The pack introduced in [27] is functional than Nano ECC, Tiny Tate, Tiny PBC.
